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In order to ensure consistent consumer information is entered in NCWorks.gov and case files are as complete as possible while still ensuring the protection of consumer PII, the following processes and procedures must be followed when scanning documents into the system.

· NC General Statute (NCGS) 20-30 makes it unlawful “To make a color photocopy or otherwise make a color reproduction of a driver’s license, learner’s permit, or special identification card…” All documents that are scanned into NCWorks.gov will be scanned in grayscale.

· In addition to the items outlined in NCGS 20-30, any document that would pose an identity theft risk to the individual if stolen should not be scanned in color. This includes but is not limited to the following: social security cards, passports, and birth certificates.
· Each document must be reviewed carefully prior to scanning to identify all items needing redaction. At a minimum, all instances of an individual’s driver’s license, credit card numbers, bank account numbers, and the first five digits of the SSN must be redacted.
· Verify that the documents are complete before scanning. Signature pages should not be scanned separately from the core document. Examples: Applications/intakes, Individual Employment Plans (IEPs), and Individual Service Strategy (ISS) documents.
· Documents must be scanned as separate files into the system rather than as one electronic file containing all the consumer’s records. This includes scanning identification documents such as the driver’s license and social security card separately.
· Document tags and, where possible, filenames must be clear so that it is obvious what each document in the file list is prior to opening it. Use of a standardized naming system within the board is encouraged.
· After scanning/uploading documents into NCWorks.gov, use the ‘redaction tool’ found in the “Create Annotations” toolbar to draw a shape over information that needs redacting. Before saving the altered image, make certain that staff has selected under the “Annotation Options” to make the redaction a “Separate layer that can be changed later.” Do NOT try to redact information PRIOR to loading it into NCWorks.gov.
· The contents of the electronic file in NCWorks.gov should be identical to the hard copies (or originals) used by staff to capture the information electronically. If a document is updated, such as the Individual Employment Plan (IEP) or work experience agreement, the entire updated document must be scanned into the system as a separate file. Once documents are preserved in NCWorks.gov, when appropriate, their originals should be securely destroyed or secured to further protect customers’ information.
· Once in NCWorks.gov, redacted information must be completely unreadable unless the user has the proper permissions to remove the redaction. As stated in Attachment 1, DWS staff and federal officials should have the ability to access redacted information for data validation, monitoring, and auditing purposes. Therefore, redaction should be done in NCWorks.gov ONLY so that the ability to convert paper originals stored in electronic format back into legible and readable paper copies remains.
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