NORTH CAROLINA GUIDANCE FOR WIOA AND OTHER FEDERAL FUNDS
PROTECTION OF PERSONALLY IDENTIFIABLE INFORMATION (PII)

Each Local Area must take all necessary precautions to protect the PII of consumers. USDOL TEGL No. 39-11 gives the following definitions and information related to PII:
· PII – Federal Office of Management and Budget defines PII as information that can be used to distinguish or trace an individual’s identity, either alone or when combined with other personal or identifying information that is linked or linkable to a specific individual. 1
· Sensitive Information – any unclassified information whose loss, misuse, or unauthorized access to or modification of could adversely affect the interest or the conduct of federal programs, or the privacy to which individuals are entitled under the Privacy Act.
· Protected PII and non-sensitive PII - the USDOL has defined two types of PII, protected PII and non-sensitive PII. The differences between protected PII and non-sensitive PII are primarily based on an analysis regarding the “risk of harm” that could result from the release of the PII.
1. Protected PII is information that if disclosed could result in harm to the individual whose name or identity is linked to that information. Examples of protected PII include, but are not limited to, Social Security numbers (SSN), credit card numbers, bank account numbers, home telephone numbers, ages, birthdates, marital status, spouse name, educational history, biometric identifiers (fingerprints, voiceprints, iris scans, etc.), medical history, financial information, and computer passwords.

2. Non-sensitive PII is information that if disclosed, by itself, could not reasonably be expected to result in personal harm. Essentially, it is stand-alone information that is not linked or closely associated with any protected or unprotected PII. Examples of non-sensitive PII include information such as first and last names, email addresses, business addresses, business telephone numbers, general education credentials, gender, or race. However, depending on the circumstances, a combination of these items could potentially be categorized as protected or sensitive PII.

To illustrate the connection between non-sensitive PII and protected PII, the disclosure of a name, business email address, or business address most likely will not result in a high degree of harm to an individual. However, a name linked to a SSN, a date of birth, and mother’s maiden name could result in identity theft. This demonstrates why protecting the information of our program participants is so important.

TEGL 39-11 lists a number of requirements that must be followed by all grantees to ensure the protection of PII including taking the steps necessary to protect the data from unauthorized disclosure. In addition, the appendix of TEGL 39-11 lists a number of federal laws related to data privacy, security, and protecting PII. These laws should be reviewed and followed by each Local Area in order to fully protect consumer PII from being inappropriately disclosed. Local Areas should stay abreast of current federal, state, and local legislation pertaining to privacy and security of consumer data.

When uploading verifying documentation in NCWorks.gov, protected PII that, if disclosed, could result in harm to the individual whose name or identity is linked to that information should be redacted. At a minimum all instances of an individual’s driver’s license, credit card numbers, bank account numbers, and the first five digits of the SSN must be redacted. Please consult the scanning procedures in Attachment 3 of this document for specific information on how to redact information in NCWorks.gov. NC General Statute 20-30 makes it unlawful “To make a color photocopy or otherwise make a color reproduction of a driver’s license, learner’s permit or special identification card…” When scanning driver’s licenses and social security cards into NCWorks.gov, please be sure that all images are in grayscale.

No PII data that is loaded into the state’s NCWorks.gov system should be stored or transferred on any portable devices. This includes laptops, tablets, mobile phones, thumb drives, CDs or other similar devices that are not protected by "Encryption Technology" (North Carolina Statewide Information Security Manual section 0401002).
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